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Abstract: Security systems traditionally rely on CCTV for monitoring spaces accessible only to 
authorized personnel, yet they struggle with face detection and recognition at distances be-
yond a few meters. This limitation hampers their effectiveness in enhancing room security. This 
study addresses this challenge by developing a remote facial recognition system utilizing CCTV 
cameras to identify faces from 1-3 meters away. We employed YOLOv5 and YOLOv8 algorithms, 
testing pre-trained models of varying sizes (M and X) to improve detection accuracy. The training 
phase involved 200 epochs with a batch size of 32, yielding mean Average Precision (mAP) scores 
of 82.7%, 83%, 85%, and 85.2% for YOLOv5m, YOLOv5x, YOLOv8m, and YOLOv8x, respectively. 
Offline evaluations demonstrated average accuracy rates of 94%, 95%, 90%, and 91%. Online 
testing, conducted under varying conditions with 1-3 faces visible, showed YOLOv5x achieving an 
accuracy of 87.8%, compared to 80.9% for YOLOv8x. The results indicate that while single-face 
recognition is quick and accurate, performance declines with multiple faces in view. This research 
offers a promising solution to enhance room security through effective facial recognition at a 
distance, highlighting the potential of improved surveillance technology in secure environments.
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1. Introduction

Security systems are crucial components in room 
surveillance. These systems typically employ various ap-
proaches, such as personal identification numbers (PINs), 
cards, or biometrics. Biometrics offer distinct advantag-
es over other methods. Various biometrics, including 
fingerprints, voice recognition, and facial recognition, 
are utilized. Facial recognition is the most widely used 
biometric modality (Fahad et al., 2017) and can be easily 
detected using closed-circuit television cameras (CCTV) 
for location surveillance to identify individuals (Kanyal 
et  al., 2020). CCTV cameras can efficiently facilitate the 
surveillance process (Halawa et al., 2019). 

The face captured by CCTV needs to be detected 
and recognized. Various studies have employed differ-
ent approaches to identify and recognize faces in CCTV 
surveillance. For instance, Nurhopipah & Harjoko (2018) 
proposed a motion detection and face recognition sys-
tem using accumulated images for motion detection and 
Speeded-Up Robust Features (SURF) and Principal Com-
ponent Analysis (PCA) for face feature extraction. The 
study utilized a Haar cascade classifier to recognize faces. 

In another approach, Aung et  al. employed a VGG16 
pre-trained convolutional neural network (CNN) for fea-
ture extraction and You Only Look Once (YOLO) for object 
detection based on these features. However, this method 
was not implemented in real time using the Face Detec-
tion Dataset and Benchmark (FDDB). 

Additionally, Ullah et  al. (2022) used CNNs for auto-
matic face recognition in CCTV systems, comparing them 
with various machine learning methods, including k-near-
est neighbors (KNN), decision trees, and random forests. 
Although this study used only single-frame images, it 
highlighted the effectiveness of CNNs for facial recogni-
tion tasks. 

Furthermore, Sino & Areni (2019)face recognition with 
low-resolution data from CCTV is needed. In this study, Vi-
ola Jones, Gabor filter and Support Vector Machine (SVM 
combined Viola-Jones, Gabor filters, and support vector 
machines to detect faces, extract features, and classi-
fy them for CCTV usage. Another approach used Faster 
R-CNN with the Inception-V2 architecture for face rec-
ognition in CCTV cameras, as proposed by Halawa et al. 
(2019). Son et al. (2020) implemented the CCTV system as 
an attendance tool and tested it with various classifiers.

Among the techniques mentioned earlier, YOLO mod-
els have received significant attention due to their ability 
to perform real-time object detection. Several studies 
have employed YOLO for object detection, demonstrating 

its versatility. For instance, Mun & Lee (2022) utilized 
Tiny YOLOv3 to verify visitors using CCTV cameras. Abhi-
nand et al (2021) detected moving objects by leveraging 
YOLOv3’s capabilities, while Menaka & Yogameena (2021) 
implemented the YOLOv2 framework to detect blurred 
images improved by discrete wavelet transform. Wang 
et al. (2023) used YOLOv4 on CCTV footage to detect small 
objects such as weapons. YOLOv5 has been employed to 
detect mask wearing (Guo et al., 2022)and proper wearing 
of a mask can hinder the spread of the virus. However, 
complex factors in natural scenes, including occlusion, 
dense, and small-scale targets, frequently lead to target 
misdetection and missed detection. To address these is-
sues, this paper proposes a YOLOv5-based mask-wearing 
detection algorithm, YOLOv5-CBD. Firstly, the Coordinate 
Attention mechanism is introduced into the feature fu-
sion process to stress critical features and decrease the 
impact of redundant features after feature fusion. Then, 
the original feature pyramid network module in the 
feature fusion module was replaced with a weighted bi-
directional feature pyramid network to achieve efficient 
bidirectional cross-scale connectivity and weighted fea-
ture fusion. Finally, we combined Distance Intersection 
over Union with Non-Maximum Suppression to improve 
the missed detection of overlapping targets. Experiments 
show that the average detection accuracy of the YOLOv5-
CBD model is 96.7%—an improvement of 2.1% compared 
to the baseline model (YOLOv5, to detect faces in securi-
ty surveillance scenes (Xu et  al., 2021), and, specifically, 
as a face detector (Qi et al., 2022). Furthermore, Majeed 
et  al. (2022) investigated the effectiveness of YOLOv5 in 
real-time face recognition using the FDDB dataset. More-
over, Sholahuddin et  al. (2023)especially CCTV systems, 
requires fast and accurate face detection. Object detec-
tion models with slow inference times are ineffective in 
real-time. This study addresses this challenge by improv-
ing the inference speed of the YOLOv8 model, a leading 
object detection framework known for its accuracy and 
speed. We focus on pruning the model’s architecture, 
particularly the P5 head section, which detects larger 
objects. According to Bochkovskiy’s 2020 research, this 
modification enhances the model’s performance specifi-
cally for medium and small objects in CCTV footage. The 
standard YOLOv8 model and its modified version were 
compared for inference time, mean Average Precision 
(mAP used YOLOv8 for real-time object detection. 

Based on these methods, YOLO models have garnered 
significant attention for their ability to perform real-time 
object detection. Specifically, YOLOv5 and YOLOv8 rep-
resent advancements in the YOLO architecture, each 
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offering unique features and improvements over previ-
ous iterations. Comparative studies of YOLO models have 
been conducted (Khalfaoui et al., 2022), although they uti-
lized a dataset (Penn-Fudan) rather than real-time data. 
More recent studies have compared YOLOv5 and YOLOv7 
for object detection using the Google Open Images Data-
set (Olorunshola et al., 2023) and compared Viola-Jones 
and YOLOv3 for real-time face detection using the COCO_ 
MS database (Obaida et al., 2022). Notably, previous com-
parative studies have not been conducted in real-time.

Currently, many studies focus on face detection and 
recognition at close range, whereas CCTV cameras are 
often used to capture images from a distance. Moreover, 
existing methods have not been directly applied to securi-
ty systems. Therefore, this paper presents a comparative 
study of YOLOv5 and YOLOv8 for face detection and 
recognition within a CCTV-based security system. Face 
detection and recognition are crucial tasks in surveillance 
applications, where accuracy and efficiency are essential. 
This study aims to evaluate the performance, robustness, 
and practical suitability of these models under controlled 
conditions and real-world scenarios, providing valuable 
insights for security implementations. The contributions 
of this paper can be summarized as follows:

•	A comparative analysis of YOLOv5 and YOLOv8 is pre-
sented for real-time face detection and recognition in 
CCTV-based applications.

•	This study uses images of real objects as primary 
data.

•	Testing is conducted using real-world scenarios, in-
volving multiple objects in a single frame.

The remainder of this paper is organized as follows: Sec-
tion 2 provides an overview of the methodology and 
experimental setup used to evaluate YOLOv5 and YOLOv8, 
detailing the specific procedures employed in this study. 
Section 3 presents the experimental results and analyzes 
their implications, followed by a discussion section that 
highlights the key findings. Finally, Section 4 concludes 
the paper by summarizing the main outcomes and sug-
gesting potential avenues for future research.

2. Method

The experiment in this study was conducted as depicted 
in Figure 1. A Reolink RLC-410W CCTV camera was in-
stalled, as shown in Figure 2, to capture data under two 
distinct lighting conditions: bright and less bright. The 
dataset was collected within a specific angle range and 
distance to ensure effective data collection. To ensure 

accurate labeling, faces were required to be uncovered 
(i.e., without glasses or hats). The video data was then 
converted into images, which were annotated to label 
each class. The datasets were divided into training (80%) 
and validation sets (20%). The training data were used to 
train the YOLOv8 and YOLOv5 models, while the models 
obtained from training were tested using the validation 
data. The success of the models was measured by their 
ability to detect and recognize faces. 

The primary data used in this study was collected us-
ing CCTV cameras from 66 participants. Each face was 
recorded for 15-25 seconds, with a distance of 1-3 meters 
between the object and the CCTV camera. The recorded 

Figure 1. Flowchart of face detection and recognition system.

Figure 2. Sketch of installed CCTV for dataset collection.
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video was then converted into images with a resolution 
of 2560 x 1440 pixels. Each class of images consisted of 70 
images, for a total of 4,620 images processed in this study.

In this study, the YOLO algorithm was chosen for face 
detection and recognition due to its effectiveness. Two 
versions of YOLO were used: YOLOv5 and YOLOv8. The ar-
chitectures of these models are depicted in Figures 3 and 
4, respectively. YOLOv5 uses a modified CSPDarknet53 
backbone to extract features from the input image. It 
comprises a stem layer, convolutional layers, and Spatial 
Pyramid Pooling (SPPF) layers for multi-scale processing. 
The network also incorporates a modified Cross-Stage 
Partial Path Aggregation Network (CSP-PAN) module in 
the neck section, similar to YOLOv3’s head architecture 
(Terven et al., 2023). 

YOLOv8 leverages a backbone similar to YOLOv5, with 
modifications to the CSPLayer. 

Now referred to as the C2f module. The C2f module 
combines high-level features with contextual information 
to enhance detection accuracy by incorporating partial 
bottleneck structures with two convolutions. In contrast 
to YOLOv5, YOLOv8 employs an anchor-free architecture 
with separate heads for object detection, classification, 
and regression. This design allows each branch to focus 
on its specific task, ultimately improving the model’s over-
all accuracy. In the output layer of YOLOv8, sigmoid and 
softmax activation functions are used for the objective 
score and class probabilities, respectively. The objective 
score represents the probability that a bounding box con-
tains an object, while class probabilities represent the 
likelihood of the object belonging to each possible class.

The evaluation metric is accuracy, which is calculated 
as follows:

(1)

where True Positive (TP) is the number of data points that 
are actually positive and correctly predicted as positive 
by the system. False Positive (FP) is the number of data 
points that are actually negative but incorrectly predicted 
as positive by the system. True Negative (TN) is the num-
ber of data points that are actually negative and correctly 
predicted as negative by the system. False Negative (FN) 
is the number of data points that are actually positive but 
incorrectly predicted as negative by the system.

Meanwhile, the training metrics consist of tran/box_
loss, train/obj_loss, train/cls_loss, precision, recall, val/
box_loss, val/obj_loss, val/cls_loss, mean average preci-
sion (mAP), and mAP50-95. 

3. Results and Discussion

The total dataset used in this study consists of 4,620 face 
images. Prior to training, each image was preprocessed 
by resizing it from 2560x1440 pixels to 640x640 pixels.

Figure 3. Architecture of YOLOv5 (Terven et al., 2023).

Figure 4. Architecture of YOLOv8 (Terven et al., 2023).
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Annotation was performed using Roboflow al., 2023), 
in which each face in the image was labeled with a bound-
ing box. An example of the annotation process is shown in 
Figure 5. The resulting annotations provided information 
on class, x-coordinate, y-coordinate, width, and height, as 
illustrated in Figure 5.

After annotation labeling is performed on the image, 
it produces label files in .̀txt̀  format that contain object 
class values and bounding box coordinates (x, y, width, 
height). For example, the value 0̀ 0.45 0.55 0.25 0.35̀  
represents Class 0, with bounding box coordinates (x, y) 
at (̀0.45, 0.55)̀  and a width and height of (̀0.25, 0.35)̀ .

The dataset for each class, consisting of 70 samples, is 
split into training and validation data with an 80/20 ratio. 
During training, a Yet Another Markup Language (YAML) 
file is required to specify the paths to the training and 
validation data directories, the number of classes to be 
trained, and the YOLO model size. The class values in the 
labels are sorted alphabetically.

There are two types of YOLO models employed in this 
study: YOLOv5 and YOLOv8. Each model variant, denot-
ed by ‘m’ and ‘x’, differs in its architecture. Specifically, 
version ‘m’ has fewer layers than version ‘x’, resulting in 
a faster inference speed and lower computation require-
ments. The detailed specifications of each YOLOv5 and 
YOLOv8 model used in this study can be found in Table 1

Table 1. The detailed parameters of YOLOv5 and YOLOv8.

Type of 
YOLO

Num  
of 

layers

Num of 
params

Num of 
gradients

Giga floating 
point operations 

per second 
(GFLOPs)

YOLOv5m 291 21133983 21133983 49.1

YOLOv5x 445 86655199 86655199 206.0

YOLOv8m 295 25894534 25894518 -

YOLOv8x 365 68216166 68216150 -

During training, the hyperparameters used for each ar-
chitecture were identical, including a batch size of 32 and 
200 epochs. The results of the trained models for YOLOv5 
and YOLOv8 can be seen in Figures 6 to 9.

In Figures 6 and 7, it can be observed that the losses 
and metrics obtained from the training are satisfactory. 
The decreasing values of box_loss, obj_loss, and cls_loss 
demonstrate the effectiveness of the training process. 
Throughout both the training and validation phases, 
these loss values consistently decrease from epoch 0 
to 200. Concurrently, precision, recall, mAP_0.5, and 
mAP_0.5:0.95 metrics steadily increase, indicating that 

 (a)

 (b)

Figure 5. The original data (a) and the 
annotated and labeled data (b).

Figure 6. Training metrics and loss of YOLOv5m.

Figure 7. Training metrics and loss of YOLOv5x.
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the model performs well. Notably, YOLOv5x (as shown in 
Figure 7) exhibits similar trends in losses and metrics as 
YOLOv8 (Figure 6), with consistently decreasing loss val-
ues and increasing metric values throughout both phases.

Figure 8 presents the results of training YOLOv8m, 
where the decreasing trends in box_loss and cls_loss 
throughout both the training and validation phases indi-
cate good performance. In contrast, the dfl_loss section 
during the training phase shows consistently decreasing 
values, whereas the validation phase shows unstable, 
higher values than during training. This suggests that 
overfitting has occurred, affecting the suboptimal re-
sults achieved by the model. On the other hand, all metric 
values show excellent performance, with consistent in-
creases from epoch 0 to 200. 

Figure 9 displays similar trends in losses (box_loss, cls_
loss) for YOLOv8x as seen in YOLOv5m, with both training 
and validation phases exhibiting consistently decreasing 
values. However, dfl_loss shows distinct patterns during 
training: it initially decreases, then increases, surpass-
ing its training-phase values. This indicates overfitting, 
which negatively impacts the model’s performance. De-
spite this, the metric values obtained for YOLOv8x remain 
good, as they consistently increase over the 200 epochs.

As depicted in Figure 10, we observe the accura-
cy results for four trained models: YOLOv5m, YOLOv5x, 
YOLOv8m, and YOLOv8x. Notably, all four models exhibit 
a steady increase in accuracy from epoch 0 to 200, in-
dicating good performance. Initially, YOLOv8 models 
demonstrate faster convergence toward high accuracy, 
reaching values close to 50% in the early epochs. This 
suggests that YOLOv8 has better computational perfor-
mance for achieving high accuracy. 

However, as training progresses, the four models con-
verge and show similar accuracy, with little distinction 
between them until the end of the graph. The final accu-
racy values achieved by these models after 200 epochs of 
training are shown in Table 2. 

Table 2. The best training accuracy for each model.

Training accuracy (mAP_0.5:0.95)

Epoch YOLOv5m YOLOv5x YOLOv8m YOLOv8x

0-200 0.827 0.83 0.85 0.852

From Table 2, we observe that both YOLOv8 sizes, X and 
M, achieve higher accuracy than YOLOv5. Notably, the ac-
curacy difference between the M and X architectures is 
not significant for face detection and recognition tasks. 
This suggests that the X-sized model, despite having the 
highest number of layers and parameters, requires lon-
ger computation times due to its design focus on high 
accuracy at the expense of slower inference speed and 
increased computational requirements. In contrast, the 
M-sized model has fewer layers and parameters, yet it 
achieves faster inference and lower computational cost. 
The M size strikes a balance between accuracy and speed, 
making it an attractive choice for applications that re-
quire a good trade-off between the two.

3.1 Offline Testing Data
A sample of offline testing data is shown in Figure 11 for 
each of the YOLOv5 and YOLOv8 models.

Figure 8. Training metrics and loss of YOLOv8m. Figure 9. Training metrics and loss of YOLOv8x.

Figure 10. Training accuracy of four models.
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Table 3 presents the accuracy results in terms of the prob-
ability of confidence values obtained for all models across 
66 classes. Notably, each class exhibits varying accuracy 
across model sizes, with the X-sized model standing out 
as the most effective at achieving high accuracy for both 
YOLOv5 and YOLOv8. The confidence interval of YOLOv5 
is statistically significant compared to YOLOv8, as shown 
in Table 3 and Figure 12. This is further supported by the 
p-value between two different types of YOLOv5 models, 
indicating a statistically significant difference between 
the compared groups. While the X-sized model demon-
strates better accuracy than other versions, it requires 
substantial computational resources to run. These offline 
testing results are consistent with the findings presented 
in Table 2, which reports the mAP0.50:0.95 values (i.e., 
accuracy) for the trained models.

Based on Table 3, for the class “Muhammad Yulwi Al-
wan” in the YOLOv5 model, the M-sized model achieves 
the highest accuracy of 0.95, while the X-sized mod-
el achieves a slightly higher value of 0.96. Similarly, for 
YOLOv8, the M-sized model achieves an accuracy of 0.93, 

and the X-sized model achieves 0.94. The X-sized model 
has a higher average testing accuracy than the M-sized 
model, but the M-sized model could achieve similar or 
better accuracy in this offline testing. For example, in test 
21 for YOLOv5, both the M- and X-sized models achieve 
the same accuracy of 0.97, and in test 7 for YOLOv8, the 
M-sized model achieves a higher accuracy of 0.95, while 
the X-sized model achieves a lower accuracy of 0.92. Over-
all, the average confidence level accuracy for 66 classes 
in YOLOv8 is slightly lower compared to YOLOv5, at 90% 
for the M-sized model and 91% for the X-sized model. This 
suggests that YOLOv5 outperforms YOLOv8, but the differ-
ence in accuracy is not statistically significant given that 
YOLOv8 builds upon the YOLOv5 framework. The lower 
accuracy of YOLOv8 may also be due to YOLOv5’s more 
established architecture, which performs well across 
various datasets, including faces. In addition, YOLOv5 is 
better suited to scenarios with limited resources or time 
constraints (Casas et al., 2024). YOLOv5 may also achieve 
better accuracy because it has fewer parameters, which 
can affect its speed and face recognition accuracy.

3.2 Online Testing Using CCTV
Online testing was conducted in three locations within 
the laboratory: the left, middle, and right sides, with CCTV 
cameras positioned to face the door. This testing aimed 
to evaluate whether the CCTV placement positions were 

(a) (b)

(c) (d)

Figure 11. The results of offline testing of the classes: 
(a) YOLOv5m; (b) YOLOv5x; (c) YOLOv8m; (d) YOLOv8x.

Figure 12. Average accuracy of different 
types of YOLOv5 and YOLOv8.

Table 3. The average accuracy for 66 classes in offline testing.

YOLOv5 YOLOv8

Medium (m) Extra large (x) Medium (m) Extra large (x)

Average acc. 94% 95% 90% 91%

Confidence interval 0,941515152 ± 
0,00448635

0,955454545 ± 
0,003508034

0,909393939 ± 
0,00913606

0,915757576 ± 
0,005282357

p-value 2,94398E-06 0,230669315



Aljojo et al. / Journal of Applied Research and Technology 376-387

Vol. 24, No. 3, June 2026     383

optimal. The online test also considered various condi-
tions, including normal lighting with the lights on and 
the laboratory door open, as well as dark conditions with 
the lights off and the laboratory door closed. Additional-
ly, the test examined scenarios with varying numbers of 
people in the frame: 1 person, 2 people, and 3 people po-
sitioned in a line or rows. Furthermore, an Unknown class 
condition was included for facial objects not present in 
the training data and with confidence probabilities below 
0.70. This unknown-individual detection was designed to 
assess the robustness of the face detection and recogni-
tion system built as a room security system in detecting 
individuals not recognized by the system.

In the online testing results for face detection and rec-
ognition, satisfactory performance was observed under 
various conditions, as shown in Table 4. Both models were 
able to recognize single faces from distances of 1-2 meters 
from the CCTV camera position. However, light intensity 
emerged as a critical factor in face detection and recog-
nition, particularly when the face was not centered on 
the CCTV, such as in the condition where the lights were 
off and the object was positioned to the right. In this sce-
nario, YOLOv8 failed to detect faces, whereas YOLOv5 still 

detected them, though the recognition results showed 
an “unknown” classification. Notably, YOLOv8 performed 
better when the face was positioned on the right side 
under normal lighting conditions (lights on). Overall, the 
YOLOv5x model achieved an average accuracy of 88.4%, 
correctly recognizing 15 out of 18 tested faces. Similarly, 
YOLOv8x achieved an accuracy of 82.2%. In the online 
testing results, face detection and recognition for two 

Table 5. The results of online testing under conditions of 
light on and off with two face objects to be detected.

No Condition Sample YOLOv5x YOLOv8x

1 Light on – 2 
objects in the 
left lined up

Sample 1 Recognized Recognized

Sample 2 Recognized Undetected

2 Light on – 2 
objects in the 

left in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

3 Light off – 2 
objects in the 
left lined up

Sample 1 Recognized Recognized

Sample 2 Recognized Detected

4 Light off – 2 
objects in the 

left in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Undetected

5 Light on – 2 
objects in the 

center lined up

Sample 1 Recognized Recognized

Sample 2 Recognized Misrecognized

6 Light on – 2 
objects in the 
center in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

7 Light off – 2 
objects in the 

center lined up

Sample 1 Recognized Undetected 

Sample 2 Recognized Recognized

8 Light off – 2 
objects in the 
center in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

9 Light on – 2 
objects in the 
right lined up

Sample 1 Misrecognized Recognized

Sample 2 Undetected Undetected

10 Light on – 2 
objects in the 
right in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

11 Light off – 2 
objects in the 
right lined up

Sample 1 Undetected Undetected

Sample 2 Recognized Recognized

12 Light off – 2 
objects in the 
center in rows

Sample 1 Undetected Undetected

Sample 2 Undetected Undetected

Table 4. The results of online testing under conditions of 
light on and off with a single face object to be detected.

No Condition Sample YOLOv5x YOLOv8x

1 Light on – 
object in the 
left position

Sample 1 Recognized Recognized

Sample 2 Recognized Misrecognized

Sample 3 Recognized Recognized

2 Light off – 
object in the 
left position

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Misrecognized Recognized

3 Light on – 
object in 

the middle 
position

Sample 1 Recognized Recognized

Sample 2 Recognized Unrecognized

Sample 3 Unrecognized Recognized

4 Light off – 
object in 

the middle 
position

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Recognized Recognized

5 Light on – 
object in the 
right position

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Misrecognized Recognized

6 Light off – 
object in the 
right position

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Unknown Undetected
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faces aligned in rows at the left, middle, and right po-
sitions under normal and dark conditions are shown in 
Table 5. The YOLOv5x model achieved an average accu-
racy of 91.5%, correctly recognizing 19 out of 24 tested 
faces, while the YOLOv8x model obtained an average ac-
curacy of 79.2%, correctly recognizing 16 out of 24 tested 
faces. These results indicate that the YOLOv5x model 
is more robust at detecting and recognizing two faces 
under poor lighting conditions and when the faces are 
positioned in the middle. This suggests that light intensi-
ty, distance, and position significantly impact the results 
of face detection and recognition. Notably, the YOLOv5x 
model can still recognize two faces when they are po-
sitioned on the right side or at an angle of less than 60 
degrees to the camera, highlighting its robustness across 
various scenarios. 

The online testing results for face detection and rec-
ognition of three faces lined up in rows in the left, middle, 
and right positions under normal and dark conditions are 
shown in Table 6. The YOLOv5x model achieved an aver-
age accuracy of 83.7%, correctly recognizing 22 out of 
30 tested faces, while the YOLOv8x model obtained an 
average accuracy of 81.5%, correctly recognizing 20 out 
of 30 tested faces.

These results indicate that real-time testing for a single 
face position has little impact on recognition accuracy; 
the model can still accurately recognize multiple faces. 
In both normal and dark conditions, the results show 
that the model performs similarly when testing with one 
person, as seen in Table 4. However, when dealing with 
two or three faces, the model has more difficulty recog-
nizing all faces correctly. This is because processing time 
increases significantly as the number of faces to detect 
and recognize increases. The model needs to evaluate 
more areas of the image and attempt to detect addition-
al objects, which can reduce detection speed. Moreover, 
the model may also misidentify faces, as seen in Table 6, 
number 6, and Figure 13, where YOLOv8x incorrectly iden-
tifies Sample2’s face as Sample3’s due to similar features 
being detected for a few seconds. Interestingly, distance 
plays a significant role in face recognition: the closer the 
face is, the easier it is for the model to recognize it, as 
facial features are more visible at close range than at a 
distance.

In addition, this study includes a condition labeled as 
‘unknown.’ The ‘unknown’ condition is triggered when a 
face object has a confidence probability or accuracy be-
low 0.70. Figure 14 illustrates an example of test results 

Table 6. The results of online testing under conditions of 
light on and off with three face objects to be detected.

No Condition Sample YOLOv5x YOLOv8x

1 Light on – 3 
objects in the 
left lined up

Sample 1 Recognized Recognized

Sample 2 Recognized Undetected

Sample 3 Recognized Undetected

2 Light on – 3 
objects in the 

left in rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Unknown Recognized

3 Light off –3 
objects in the 
left lined up

Sample 1 Unknown Recognized

Sample 2 Recognized Recognized

Sample 3 Misrecognized Recognized

4 Light off –3 
objects on 
the left in 

rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Undetected Undetected

5 Light on – 3 
objects in the 
center lined 

up

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Recognized Undetected

6 Light on – 3 
objects in 

the center in 
rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Recognized Misrecognized

7 Light off – 3 
objects in the 
center lined 

up

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Misrecognized Unknown

8 Light off – 3 
objects in 

the center in 
rows

Sample 1 Recognized Recognized

Sample 2 Recognized Recognized

Sample 3 Recognized Undetected

9 Light off – 3 
objects in the 
right lined up

Sample 1 Undetected Undetected

Sample 2 Recognized Misrecognized

Sample 3 Undetected Undetected

10 Light off – 3 
objects in the 
right in rows

Sample 1 Recognized Recognized

Sample 2 Undetected Recognized

Sample 3 Undetected Undetected

11 Light on – 3 
objects in the 
right in rows

Sample 1 Undetected Undetected

Sample 2 Recognized Recognized

Sample 3 Undetected Undetected

12 Light off – 3 
objects in the 
right line up

Sample 1 Undetected Undetected

Sample 2 Undetected Recognized

Sample 3 Undetected Undetected



Aljojo et al. / Journal of Applied Research and Technology 376-387

Vol. 24, No. 3, June 2026     385

with unrecognized face objects. Since this face is not in-
cluded in the dataset, the security system can effectively 
distinguish it as unrecognized. A confidence threshold of 
0.70 was chosen as the cutoff between recognized and 
unrecognized individuals because this research priori-
tizes detecting facial objects for a security system that 
requires low false-positive rates. By using a confidence 
threshold of 0.70, we can reduce false positives by pre-
dicting only with high confidence scores. Additionally, a 
high confidence threshold can decrease the number of 
predictions the model makes, thereby reducing the com-
putational load required to evaluate images and draw 
bounding boxes around objects.

4. Conclusion

Based on the research findings, YOLOv5x achieved the 
best results with an mAP of 83%, followed closely by 
YOLOv8x with an accuracy of 85.2%. In offline testing, 
all models correctly recognized faces across all classes, 
though their accuracy and confidence varied. Specifically, 
YOLOv5m achieved an average accuracy of 94%, YOLOv5x 
95%, YOLOv8m 90%, and YOLOv8x 91%. In online testing, 
the YOLOv5 model consistently recognized more faces 
across all tested locations. Notably, lighting conditions 
significantly affected face recognition, with better results 
under normal lighting than under darker conditions. 

Furthermore, the number of individuals present in a 
single frame had a profound impact on the model’s per-
formance. As the number of faces in a frame increased, 
the model struggled to accurately detect and recognize 
them. This is because the model requires more compu-
tational resources to process frames with multiple face 
classes, making it more challenging to achieve high 
accuracy.

The research findings also demonstrated that the 
proposed method could detect and recognize faces at 
distances of 1-3 meters from the CCTV camera, even when 
subjects’ faces were positioned on the right side or not 
directly facing the lens. Specifically, the YOLOv5x model 
achieved an average detection and recognition precision 
accuracy of 87.8%. This research has also demonstrated 
its potential to enhance indoor security systems by distin-
guishing between known and unknown individuals in the 
database. When a face is detected in a CCTV frame with a 
confidence score below 0.70, it is classified as “Unknown”, 
enabling effective identification of unfamiliar individuals.

In the future, it is necessary to investigate a more 
diverse range of face orientations and expressions, es-
pecially when faces are not directed toward the camera 

or when multiple faces appear in a crowd. Additionally, it 
is important to study face occlusions, crowd conditions, 
and deep models such as transformers.
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