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Abstract: The onset of the fifth industrial revolution presents significant challenges in the in-
teraction between organizations and people, positioning cybersecurity as a strategic pillar to
safeguard infrastructure, data, and collaborators. This study aimed to identify the positive fac-
tors that the dark web can contribute to a corporate cybersecurity strategy, focusing on the
supervision, monitoring, and evaluation processes. Using a qualitative-exploratory approach, a
survey applied to cybersecurity experts was used to gather key perspectives and feedback. The
findings revealed the absence of robust policies, processes, and procedures to ensure business
continuity, highlighting critical risks associated with the lack of mitigation and contingency plans
in the face of potential cyberattacks. In conclusion, the strategic use of tools and approaches
derived from the dark web can contribute to strengthening business cybersecurity, provided that
clear policies are implemented and aligned with business continuity objectives.
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1. Introduction

In today’s technological society, digitization has rede-
fined the boundaries of privacy, becoming a key tool for
the surveillance and exploitation of personal data. Ac-
cording to the report of the Office of the United Nations
High Commissioner for Human Rights (OHCHR, 2022), the
right to privacy is under increasing pressure due to the
use of modern digital technologies that act as powerful
instruments of control and monitoring. An emblematic
example of this issue is the case of Edward Snowden’s
leaks in 2013, which revealed mass surveillance programs
such as PRISM, administered by the US National Security
Agency (NSA), which compromised the privacy of millions
of users (BBC, 2014).

In this context of digital surveillance, there is growing
concern about the abuse of personal data. In response,
many users have chosen to surf anonymously through
tools such as the dark web (Raman et al., 2023). Although
this hidden part of the Internet has been conceptualized
as a negative and risky environment, recent research has
highlighted its positive impact, particularly on privacy
protection (Sirola et al., 2022). For example, technologies
such as the Tor Browser, with over two million active daily
users, have proven to be a key tool for online anonymity
and security (Jardine et al., 2020).

The present study aimed to explore the use of the
Tor tool in dark web browsing to avoid digital surveil-
lance. Through its layered routing technology, known as
“onion routing”, Tor offers anonymous connections that
encapsulate messages in multiple layers of encryption
(Pastor-Galindo et al., 2023). The research seeks to an-
swer the central question: What are the privacy benefits
offered by Tor as a tool for browsing the dark web? To do
so, this study analyzed the causes of digital surveillance,
its influence on the use of the dark web, the user experi-
ence, and the benefits associated with privacy.

Knowing the benefits of surfing the dark web allows for
validating its usefulness as a tool to safeguard a right that
is frequently violated on the superficial web. This knowl-
edge also contributes to fostering freedom of expression
and strengthening data privacy rights in an environment
where corporations and governments use personal infor-
mation for commercial and control purposes (Cayford &
Pieters, 2018; Schafer et al., 2023).

The dark web, with its unique properties, represents a
potential solution in the face of the global digital surveil-
lance problem. This article seeks to highlight the positive
impact of this technology, rescuing its initial purpose:

anonymous communication, privacy protection, and the
promotion of freedom. In this way, it aims to expose the
legal and ethical utilities that the dark web can offer to
safeguard data privacy.

2. Materials and Methods

The study was developed under a qualitative-exploratory
approach, designed to evaluate the benefits of the Tor
tool in browsing the dark web and its impact on digital
privacy. The methodology included three main phases:
data collection, evaluation, and analysis, aimed at iden-
tifying patterns and trends related to digital surveillance,
dark web use, and user experience with the browser.

Information was gathered from diverse sources, in-
cluding academic articles, scientific research, forums,
news, and surveys, for the purpose of integrating mul-
tiple perspectives. Specific search criteria were defined
with keyword combinations such as: “digital privacy,”
“dark web,” “Tor” and “anonymity.” Searches were con-
ducted in databases such as EBSCO, Google Scholar, and
ResearchGate, among others. To ensure the relevance of
the data, results were limited to papers published be-
tween 2016 and 2023, in Spanish and English.

Theoretical sampling was used to progressively build
the sample composition as data were collected. The
selected documents were filtered by expert judgment
analysis, discarding those that did not provide informa-
tion relevant to the study topic. This process allowed the
initial sample to be reduced to documents containing
specific data related to the study objectives.

To understand the user experience, the Tor tool was
downloaded and used. Observation was used as the main
method, understood not only as a perceptual activity but
as a formative process that involves the use of all senses,
allowing researchers to explore, describe, and analyze
key patterns (Hernandez-Sampieri & Mendoza, 2020).
From this stage, patterns, themes, and trends were estab-
lished, which were compared and triangulated to ensure
the validity of the findings.

The selected documents had to meet the following
criteria:

1. Thematic relevance to digital privacy, surveillance,
and the dark web.
2. Publication within a time range between 2016 and

2023.

3. Availability in English or Spanish.
4. Content with verifiable data applicable to the context
of the study.
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The final analysis was based on the selected documents
and direct experience with the Tor tool, allowing the iden-
tification of privacy benefits and their applicability in the
era of digital surveillance.

3. Theoretical Framework

Digital technology has transformed numerous aspects
of everyday life, including political discourse, personal
relationships, and business activities. This environment
has turned data into a strategic asset that drives digi-
tal surveillance. Dormandy (2019) defines surveillance as
the detailed observation of individuals for purposes of
control or profit. With the advancement of technology,
tools such as data mining make it possible to analyze
every digital footprint generated, from interactions on
social networks to online transactions (Dormandy, 2019).
However, the Office of the High Commissioner for Human
Rights (OHCHR, 2022) warns that this practice represents
a systematic violation of the fundamental right to privacy.

Mass data collection includes information such as con-
tacts, locations, purchasing behaviors, and publications,
which are exploited by corporations and governments for
a variety of purposes, from targeted marketing to crime
analysis (Dormandy, 2019). According to Grinin et al.
(2022), Internet freedom has significantly diminished due
to the lack of technological regulation and the increasing
use of surveillance tools by authoritarian governments,
as evidenced in cases such as China and Iran.

In this context, a growing concern for digital privacy
arises, which has led to the development of technologies
such as The Onion Router (Tor), a tool that hides the user’s
Internet Protocol (IP) address and hinders online track-
ing (Bergman & Popov, 2023). Since the Edward Snowden
leaks, Tor usage has doubled, reflecting a global inter-
est in preserving privacy in the face of mass surveillance
(Patsakis et al., 2018). Currently, more than two million
daily users resort to this tool, highlighting its relevance
in contexts of censorship and restrictions of freedoms
(Huete Trujillo & Ruiz-Martinez, 2021).

The dark web, part of the deep web, is accessible
through networks such as Tor, FreeNet, and 12P, and has
been commonly associated with illegal activities. Howev-
er, recent research shows that a considerable part of its
content (47.7%) is legal, as indicated by Burnett and Lloyd
(2020). Moreover, it provides a safe space for journalists,
human rights activists, and whistleblowers, allowing
anonymous communications and collaboration without
fear of reprisal (Nazah et al., 2020).

Despite the stigmatization of the dark web as a crim-
inal environment, studies such as Sirola et al. (2024)
highlight its benefits for information transparency and
privacy protection. These properties were originally con-
ceived by the U.S. Naval Research Laboratory to protect
users against surveillance on the surface web (Haasio
et al., 2020).

Online privacy continues to be a growing need. Ac-
cording to Ozdal et al. (2024), 86% of Internet users have
tried to hide their behavior or avoid online tracking. This
reflects the importance of tools such as Tor, which make
it possible to limit the collection and misuse of personal
data (Haddad, 2024). Cases such as the Cambridge Analyt-
ica scandal provide evidence of how data exploitation can
pose a threat to privacy and digital freedom (Dommett
et al., 2024).

The right to privacy is supported by international
frameworks, such as the United Nations Human Rights
Council (OHCHR, 2022). This normative framework un-
derlines the connection between privacy, anonymity, and
freedom of expression, highlighting that both are essen-
tial for the protection of human rights in the digital age
(Saltarella et al., 2024). However, a gap persists in the
academic literature regarding the positive impacts of the
dark web, due in part to its secretive nature and the bias
toward associating it solely with illicit activities (Gupta
etal., 2021).

In a world where data is a commoditized resource and
privacy is under constant threat, the dark web and tools
such as Tor represents a haven for ensuring anonymity
and digital freedom (Gehl, 2016). This study seeks to fill
the gap in the literature by highlighting the legal and eth-
ical benefits that these technologies can offer in the face
of mass surveillance.

4. Analysis of Results

In a highly digitized world, the privacy paradox emerges
as a complex problem that reflects the tension between
the desire for privacy and the conveniences offered by
technologies. The amount of data generated is growing
exponentially, as is digital surveillance, underscoring the
importance of understanding its causes and effects.

Identifying the causes of digital surveillance

A preliminary search on the topic yielded 9,380 articles,
of which 2,700 related to the causes of surveillance were
filtered out. Subsequently, 50 authors were selected for
in-depth discussion, identifying eight main causes.
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1. Advancement of technology: According to Dinev et al.
(2008), Ribeiro-Navarrete et al. (2021), the growing ca-
pacity of technological systems to collect and process
data has significantly boosted digital surveillance.
This has enabled government and corporate sectors
to optimize the flow of information for control and
monetization purposes.

2. Value of data: Chen et al. (2021), Yu et al. (2024)
highlight that personal data is a valuable resource,
facilitating data mining and big data. Examples such
as the “dotcom crisis” show how companies used user
data to generate revenue (Srinivas et al., 2019).

3. Corporate interests: Zuboff (2015) describes “surveil-
lance capitalism” as an economic model that turns
human experiences into raw material for targeted
marketing.

4. Political control: autocracies such as China and Russia
adopt technologies to monitor their citizens, exem-
plified by China’s “Great Firewall” system (Hodgetts
et al.,, 2017). In democracies, surveillance is justified
in the name of national security but often lacks trans-
parency (Burr et al., 2020).

5. Public perception: Loannou and Tussyadiah (2021)
stress that acceptance of surveillance depends on fac-
tors such as trustin the government and the perceived
benefits of social networks.

6. Social control: According to Reisach (2021), partisan
actors manipulate online information to influence
elections, as occurred in at least 24 countries.

7. Geopolitics: Yan et al. (2024) note that espio-
nage and diplomatic negotiations are key motivators
for surveillance. Recent examples include the conflict
between China and the U.S.

8. Health sector: The COVID-19 pandemic accelerated
the use of surveillance systems to track contagions,
raising concerns about their reuse for other purposes
( do Carmo Barriga et al., 2020).

Influence on the use of the dark web
Based on the causes identified, a specific search was con-
ducted on their impact on the dark web, obtaining 442
results, of which 379 were related to the use of Tor. Users
seek alternatives such as the dark web to protect their
privacy from mass surveillance. Tools such as Tor offer
anonymity and encryption, providing a secure alternative
to circumvent censorship and protect digital privacy.
The Tor tool, accessible from torproject.org, al-
lows anonymous connections through onion routing.

Although the installation process is straightforward, a

slower browsing speed was observed compared to tradi-

tional browsers such as Google Chrome. Its functionality

includes:

1. Anonymity: it hides the user’s IP address, making it
difficult to trace.

2. Encryption: Protects communication through multi-
ple layers of security.

3. Censorship circumvention: It allows overcoming gov-
ernment blockades, such as in Hong Kong and Burma
during political censorship events (Reisach, 2021).

Impact of surveillance on the use of Tor

Digital surveillance drives users to seek tools such as Tor

to protect themselves. Recent examples include:

1. Hong Kong (2019): Figure 1 shows that government
restrictions following pro-democracy protests led to
an increase in Tor users (Reisach, 2021).

Figure 1. Bridge users in Hong Kong.

2. Birmania (2021): Figure 2 shows that Internet block-
ades after the military coup increased Tor use (Prabha
& Mittal, 2023).

2021-01-03 2021:01-10 20210117 2021°01-24 2021-01-31 2021-02-07

Figure 2. Bridge users in Birmania.
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3. Russia and Ukraine (2022): Figure 3 shows how the war
intensified the use of Tor to access blocked informa-
tion (Yan et al., 2024).

Figure 3. Bridge users in Russia during
the war with Ukraine.

The use of tools such as Tor is confirmed as essential

to protect digital privacy against mass surveillance. Its

benefits include:

1. Anonymity: protection against tracking of online
activities.

2. Advanced encryption: Ensures secure
communications.

3. Access to blocked content: Overcomes censorship
restrictions.

4. Profiling protection: Reduces exposure to targeted
marketing strategies.

The analysis shows that the dark web, through Tor, offers
a space to preserve fundamental rights such as privacy
and freedom of expression, highlighting its relevance in
the context of global digital surveillance.

5. Discussion

Digital privacy is a fundamental right that seeks to en-
sure the protection of users’ data when accessing online
services. According to Wang et al. (2024), this right in-
cludes control over how data are collected, processed,
and shared. In this context, anonymity plays a crucial role
in allowing individuals to protect their privacy and en-
gage in digital activities without fear of being identified
or exploited. This conceptis particularly relevant for dissi-
dent and minority communities in authoritarian regimes,
which use tools such as Tor to avoid persecution (Gulati
etal., 2018).

Anonymity and encryption:
fundamentals of digital privacy
Online anonymity allows users to safeguard their freedom
of expression and protect their privacy rights (Moyakine,
2016). Tor excels in this area thanks to its layered routing
system, known as “onion routing,” which encrypts and re-
directs web traffic across multiple nodes, ensuring privacy
and making it difficult to track data (Hall, 2008). This pro-
cess not only protects the user but also ensures that online
activities are invisible to potential surveillance agents.
From asecurity perspective, Torisnotonlyatoolto pro-
tect privacy, but also a means to securely access services
that support free speech and independent journalism,
such as BBC and ProPublica (Prabha & Mittal, 2023).

Overcoming censorship and

preserving net neutrality

Access to blocked content is another key benefit of Tor,
especially in contexts where governments restrict access
to critical information or censor dissenting views. A Uni-
versity of Michigan study found that Internet censorship
hasincreased in 103 countries, including democratic ones
such as Norway and Japan, highlighting the importance
of tools to circumvent these restrictions (Huete Truijillo
& Ruiz-Martinez, 2021). By using hidden services such as
“.onion” sites, Tor protects the user’s identity and ensures
secure access to censored content.

In addition, Tor contributes to the preservation of net
neutrality by ensuring that users can access any type of
legal content without restrictions, maintaining equality in
the treatment of data (Almeida Teixeira et al., 2019). This
is essential to avoid censorship practices that limit the
flow of information and opinions online.

Protection against profiling

and data manipulation

Digital profiling, an invasive practice used by corpora-
tions to collect user data, represents a significant threat
to privacy. Analytics and targeted marketing technolo-
gies often cross ethical boundaries by manipulating users
based on their online behaviors (Taherdoost, 2022). Tor
offers a practical solution by anonymizing online activi-
ties and preventing individual profiling.

Impact of hidden services

Hidden “onion” services allow users to browse and
engage in digital activities without leaving electronic
traces. This is especially relevant in countries with strict
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surveillance and censorship, where expressing opinions
contrary to the regime can have serious consequences
(Huete Trujillo & Ruiz-Martinez, 2021). In addition, these
services have been used by journalists, human rights ac-
tivists, and whistleblowers to share information securely
and protect their identities.

The discussion confirms that tools such as Tor are crit-
ical to safeguarding digital privacy, especially in a world
where mass surveillance and data profiling are ubiqui-
tous. The benefits of this technology include:

1. Anonymity: Protection against tracking and
identification.

2. Encryption: Ensures the privacy of online
communications.

3. Uncensored access: Allows free access to blocked
information.

4. Net neutrality: Preserves the right to equal access to
data.

Tor and the dark web offer a viable solution to protect
fundamental rights such as freedom of expression and
privacy, becoming an essential tool for facing the chal-
lenges of global digital surveillance.

6. Conclusions

Digital surveillance is an evident problem to which ev-
eryone is exposed. During the research, the use of the
Tor tool was shown to counteract manifestations of sur-
veillance through anonymity, data privacy protection,
prevention of profiling, access to blocked content, and
the use of hidden services. In addition, Tor helps maintain
net neutrality by promoting equal and non-discriminato-
ry access to information.

Thecausesofdigitalsurveillance can be categorizedinto
two broad groups: governmental and corporate. Govern-
ments often justify these practices as measures to ensure
national security, while corporations use surveillance as a
means to maximize economic benefits by collecting data
for targeted marketing. However, both practices share a
common problem: a lack of transparency and oversight.

Lack of transparency makes it difficult for citizens to
understand the scope of surveillance activities and how
their data is collected, stored, and used. On the other
hand, the absence of adequate oversight allows for mis-
interpretations and possible misuse of data, creating an
environment conducive to abuses and violations of pri-
vacy rights.

It is necessary to actively work against the misuse of
personal data in the context of digital surveillance, as this

poses significant risks to privacy, security, and democrat-

ic processes. Concrete actions should be undertaken,

such as:

1. Legal reforms: establishing stricter regulations that
protect privacy rights and limit indiscriminate data
collection.

2. Promoting transparency: Requiring governments and
corporations to report clearly on the scope and meth-
ods of their surveillance activities.

3. Developing privacy-enhancing technologies (PETs):
Encouraging the creation and adoption of tools such
as Tor that strengthen data protection and anonymity
online.

Finally, it is critical to conduct additional research to
identify and accurately delimit the scope of digital surveil-
lance. This will make it possible to balance its existence
with privacy rights, ensuring that security measures do
not compromise the fundamental principles of democrat-
ic societies.

7. Future research lines

The practical implications of the results lead to a change
in the perspective of the Tor tool and the dark web. There-
fore, seeking alternatives to address the threat to digital
privacy is a valid reaction to concerns about privacy, cen-
sorship, or repression. While the tool offers anonymity,
among other benefits, it is important to recognize that
like any technology it has its vulnerabilities, so the follow-
ing recommendations are made: use the web carefully,
enter only trusted .onion sites, do not use or publish
personal information, always have basic device security
(antivirus), avoid downloading unknown files, use the Tor
network in conjunction with a VPN to increase security,
stay within the ethical and legal margin and the most
relevant is always to be informed about the news of the
tool, as new threats or benefits may arise.

Theimplicationsforacademiaindicate that the current
digital surveillance framework will continue to develop in
the future. Therefore, it is important to foster education
on the topic, to promote the autonomy of individuals in
defending their privacy rights. Tor is a relevant tool for
digital privacy due to its capabilities, however, more re-
search is proposed to thoroughly understand its scope
in anonymity and effectiveness in achieving this goal.
In addition to conducting studies about the impact of
emerging technologies, such as artificial intelligence, on
de-anonymization techniques could reveal new threats
to digital privacy.
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