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Abstract: Information technology is constantly evolving in terms of structure, hardware, and
software, and one of the most important areas of information technology that is continually
updated is networks, which take up a large area in terms of development and innovation in
applications, services, tools, etc. Now is the time for Software Defined Networks (SDN) in wired
and wireless topologies to emerge. SDN is a modern networking technology in which the data
planeis separated from the control plane, and control functions are gathered in one device called
a controller, which leads to many security problems and exposure to attacks by intruders. The
aim of this article is to enhance data plane security against cyber-attacks for wired and wireless
communication software-defined networks based on encrypted algorithms. In this article, a De-
veloped Encryption Algorithm (DEA) is proposed to protect wired and wireless communication
SDN against malicious and cyber-attacks. The proposed algorithm was tested and verified by
sending and receiving ten text files of different sizes through three scenarios of SDN topology, and
then calculating the encryption and decryption time. Finally, the National Institute of Standards
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and Technology (NIST) test was applied to verify the complexity and strength of the proposed al-
gorithm, and the DEA algorithm gives an accuracy of 95.39% as compared with the SG algorithm,

which gives an accuracy of 94.93%.
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1. Introduction

Many devices in technology are connected via networks.
Networks consist of several devices, and the most im-
portant of these are the switch and Router, which handle
traffic. In traditional networks, these devices consist
of two important parts: the data plane and the control
plane. The software-defined network worked on its hard-
ware to separate the data plane from the control plane,
with these devices responsible only for data traffic and
the control functions combined into a single device called
a controller. In addition to the two mentioned(plane) lay-
ers, it also contains a layer responsible for applications
called (Application layer) and two interfaces (Southbound
and Northbound), and their functionis to link the SDN lay-
ers together and also has an OpenFlow protocol whose
function is to measure the communication between the
control plane and the nodes (Nunes et al., 2014). The main
difference between the traditional network and Soft-
ware-Defined Networks is that SDNs are characterized
by a control plane and a data plane, whereas in traditional
networks these two planes are combined into a single
control and data plane. Figure 1 (Prajapati et al., 2018).
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Figure 1. Traditional network vs. SDN
network (Peterson et al., 2021).

Below, an architecture is briefly illustrated in Figure 2:

+ Application layer: The top layer in SDN consists of
applications and services provided by the network
to the user. This layer communicates with the next
layer (the control layer) via the Northbound interface
(Nayyar et al., 2022).

Northbound Interfaces: A software API that allows
communication between high-level components and
helps applications to access their functions and ser-
vices at a control level without having information
about the details of primary network switches (Kaur
et al., 2024).

Control layer: The control layer can be considered the
layer responsible for all decisions to control the send-
ing and receiving of information packets, in addition
to its responsibilities in managing and controlling all
types of traffic related to the passage of these pack-
ets, and that all of these activities are implemented
through a program and not through physical elec-
tronic units (Kaur et al., 2024).

Open Flow is one of the software-defined network-
ing (SDN) standards. This enables the controller to
communicate with the data plane (switches/routers),
whether physical or virtual (Manasyan, 2022).
Southbound Interfaces: It represents the link be-
tween the control plane and the routers and is used
to define the set of instructions with the flow table
(Nayyar et al., 2022).

Data Layer: The third layer in the SDN structure, also
known as the infrastructure layer, that defines the
internetworking devices (routers and gateways) with
all instructions that can be used via API (Kaur et al.,
2024).

2. Literature Survey

Many researchers have made great efforts in this research
field, the most prominent of whom are the following:
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Figure 2. WCSDN Architecture (Braun & Menth, 2014).

Sandra et al. (2013), described the security challenges of
the SDN network through two schools: the first because
of the programmability and central control of this net-
work can expose the network to many attacks, and the
second deals with the two features mentioned above that
can help the network to improve the safety of the net-
work dramatically.

Asad et al. (2015) proposed creating a network security
architecture defined by software, using a special type of
controller (FlowVisor) and the AES encryption algorithm,
and measuring the encryption and decryption times.)

Oluwasogoetal. (2015) developed an algorithm to prevent
malicious attacks against the SDN, and this algorithm is
a combination of source definition, authentication (using
blacklisting and whitelisting) and content filtering (using
word fragmentation and Bayes theory) and that malicious
identification/authentication and packet aggregation,
provides a solution It effectively identifies/authenticates
legitimate/malicious mail, thus preventing the malicious
attack from reaching their target host in the SDN. The re-
sult was 10% positive and false positive, and 90% positive
and real positive.

Chao et al. (2016) studied three complementary meth-
ods of data plane security. These methods are promising
solutions for localizing and mitigating malicious SDN
keys: Active probing, Statistics checking, and Packet
obfuscation. Firstly, is to detect errors that ensure the
correct implementation of the flow rule by sending test
packets, while secondly is a way to make the fast detec-
tion of malicious keys by checking the flow statistics that
are consistent, and the third is a way of making of the
minimum damage through the encryption process to the
package’s content.

Ertaul & Venkatachalam (2017) concluded that it is pos-
sible to provide suitable security using IPsec VPN in
addition to using AES and TLS encryption. An SDN topol-
ogy was created, and the network was attacked by DDoS
and MITM, then the AES and TLS algorithms were used to
secure communication between the switch and control-
ler, and IPsec VPN was used to protect the connection
between hosts, thus protection was provided against IP
spoofing and data modifications.

Ragaharini et al. (2018) analyzed the real packet mes-
sages between the data plane and the control level by
studying the performance of three types of controllers
(ONOS, Open MUL and POX), and they were implemented
through programming languages (Java, C, Python re-
spectively) using packet analysis Mininet-Wireshark and
comparing the performance of the three controllers with
the performance of the measuring instrument (“cbench
/ which uses counterfeit control packets generated by
switch instances”) in terms of latency and throughput,
the results showed that this reduces 96% of the controller
arrival time and 98% of His speed.

Deepak et al. (2019) provided and covered SDN network
model, challenges and solutions in terms of reliability that
have a fundamental role in the development of software
and inform the user in an emergency and work on the
automatic solution and to increase the reliability of the
SDN must be smart in the management of the network
To prevent errors, and to extend the performance of the
central console must support at least 100 switches, the
SDN framework must coordinate multiple asynchronous
events in the switches to perform specific duties, so open
interfaces in this network lead to new types of attacks.
Caused their performance to fail (for example, a DDoS
attack (where the network has stopped working), so en-
cryption methods must be developed to stop attacks or
reduce their strength.
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3. Methodology

The methodology for our proposed work will be imple-
mented in an SDN environment through three scenarios,
each with a distinct structure. In all three scenarios, the
controller type is POX, with a specified number of switch-
es and hosts, and the switches and hosts are connected
to each other by multiple links to form (Single, Linear, and
Tree) topologies. In each scenario, the process of sending
and receiving messages or data is protected by a new
encryption algorithm developed in this article, and this
algorithm will be examined by NIST and is expected to
pass the test. The proposed research work includes sev-
eral steps that can be summarized as follows:

3.2.2 Linear Topology

This type of WCSDN scenario consists of one controller
connected to four switches and four hosts, with each
switch connected to one hostin a linear fashion, as shown
in Figure 4.
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3.1 Research Environment

All the work of this paper has been done in a physical (HP)
computer (Laptop) with 8 GB of Random-Access Memory
(RAM), Processor Intel® Core™ i7-8550U CPU @ 1.8 GHz
2.00 GHz, and the installed Operating System is Windows
10 Pro 64-bit operating system. The used virtual machine
was Oracle VMware VirtualBox with Ubuntu version 15
(64-bit Operating System) with allocated base memory
equal to 5000 MB, and a package of Mininet version 2.2.1
was installed over the Ubuntu operating system. The pro-
gramming language used to execute all the results would
be Python 3.7.

3.2 Scenarios for WCSDN Topology
In this research work, three scenarios would be achieved
as listed below.

3.2.1 Single Topology

This scenario consists of one control unit (controller) con-
nected to one switch, which in turn is connected to four
hosts, as shown in Figure 3.

:L'i. Ai ll Contrnbler

Swmitch

Figure 3. WCSDN single topology.
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Figure 4. WCSDN linear topology.

3.2.3 Tree Topology
This type of WCSDN scenario consists of one controller
connected to one switch, which is in turn connected to
two switches. Each switch has three hosts, and the fi-
nal connection topology forms a tree-like structure, as
shown in Figure 5.

contreller

Figure 5. WCSDN tree topology.

3.3 Developed Encryption Algorithm System Design
Itis a developed form of the (SG algorithm) derived from
the replacement tables (S-BOX) for the two algorithms
(Serpent and GOST), and it is applied to the WCSDN
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network. This algorithm is designed to increase complex-
ity, speed, and security. This newly developed algorithm
is considered a block cipher that consists of three func-
tions (new function M, new function F, and a nonlinear
function based on the Serpent S-BOX) and many tech-
niques (XOR operation, shifting the text block to the right
by the number of ones, and shifting the text block to the
left by the number of zeros). This algorithm consists of
512-bit (64-byte) segments. The encryption key consists
of 512 bits for ten rounds, plus a primary key generator
that is sufficient for 10 rounds with a length of 5120 in
each round. A new 512-bit length is truncated from the
key sequentially.

3.3.1 Developed Encryption Algorithm Encryption System
Encryption is the process of converting plain text into ci-
phertext, making it unavailable to anyone who reads or
snoops on texts or messages sent from the sender to the
recipient. Figure 6 shows the flowchart of the DEA encryp-
tion algorithm, with its steps illustrated.

The input consists of 512-bit text with a 5120-bit key;
the input text is processed for ten rounds, starting with
the entered text using a new function M. The input bits are
divided into two parts (left and right), each consisting of
256 bits. They are processed by shifting them in the same
direction (left or right) by the number from chaos. The
key block is then divided into two 256-bit blocks (left and
right). The XOR operation is applied between the outputs
of the operations performed on the text block, which is
divided into two blocks (left and right) (i.e., apply the XOR
operation between the left part and between the right
part), with the two blocks switched together, and then
the new left part is addressed by a function The new F
and the new right pane by a nonlinear function based
on the S-Box serpent. The output of these two processes
is combined, and the Transposition encoding with data
compression process is applied to the output.

3.3.2 Build a New Function (M)

A 32-bit text is entered, and this function takes all these
bits and divides them into 4-bit chunks. Operations are
applied to these pieces (XOR, add, apply S-BOX, apply
shift on some chunks and substitute with each other).
This function is executed 16 times, 32-bit input for each
execution process and 32-bit output. Inputs are separated
and executed several times instead of being implemented
once in order to minimize the execution time. Used S-Box
of GOST algorithm, the input to the S-Box is 4 bits and the
output is 4 bits too. The same function is used in decryp-
tion, but backward.

input
Block of text =512 bit

yes
\ 2

Split the block of kay Into 2 blocks of length 250 bits ( right,left)
and bulld New function that named M

v

ehift the block of Iaft part from the left by the number of zeros
shift the block of right part from the right by the number of ones

1
Key 512 bit
\ J

| Sptit the block of key into 2 blocks of length 256 bits ( right,teft) |

v

Ench part of kay
XORed With tha corresponding part of text that
shifted by zeros or ones

v

l Swap left part with right part I

Build New Function F from new left part
bulld Non.linear function from new right part

()

New Function F + Non.linear Funnlo»l

v

Applying Transposition Encoding on
Output from this merge

v

[ Data Compression l

Y

Figure 6. Flowchart of the encryption
process in the DEA Algorithm.

3.3.3 Build a New Function (F)

The input consists of 64 bits. This function takes 64 bits
of data. First, the data block is divided into 16-bit pieces;
then the pieces are swapped, their DNA complements ap-
plied, and the results added and XORed with each other.
This function is executed 4 times. Each execution takes 64
bits of input and produces 64 bits of output. The cross-
over takes 16-bit input. First, the inputis divided into 8-bit
pieces, then each piece is split into two 4-bit parts. The
first part of the first piece is swapped with the second
part of the second piece, and the second part of the first
piece is replaced with the first part of the second piece.
The same function is used in decryption, but in reverse.

3.3.4 Non-Linear Function
32 bits can be entered to this function, begins with a data
block is divided into 4-bit pieces, then these pieces are
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applied with (XOR, S-BOX, and shift on some pieces). This
function is executed eight times where each execution is
32-bit input and 32-bit output. S-Box of the Serpent algo-
rithm, 4-bit input and 4-bit output. The function is used
in reverse during the decryption process.

3.3.5 Developed Encryption Algorithm Decryption System
Decryption is the process of converting ciphertext to
plaintext, transforming incomprehensible words and
phrases into a conceptually meaningful form using a
known algorithm between the parties (sender and recipi-
ent). The DEA decryption algorithm flowcharts are shown
in Figure 7, and its steps are illustrated below.

256 bits, the left part would be processed by a new
function F, while the right part would be processed via
a non-linear function based on the S-Box that switched
between the left and right panes. The 512-bit key block
would be divided into two blocks (left and right) where
each one of the blocks consists of 256 bits, the XOR op-
eration would be applied to the left part of the key with
the output from the right part of the text handled by the
non-linear function, while the XOR operation would be
applied to the right part of the key with the output from

(s )

/ input
Block of tuxt =512 bit
Data Comprassion I

Round ==1 I

yos

and bulld New function that named M
v

shift the block of left part from the left by the number of zeros
=hift tha block of right part frem the right by the number of anes

[Enlﬂ: the block of key into 2 blocks of langth 256 bits ( rlnm,l-ﬂ:)l
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L ]
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Each part of key
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=hifted -
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v

‘ New Function F 4+ Mon.linear Fungtl.n]
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Figure 7. Flowchart of the decryption
process in the DEA Algorithm.

the left part of the text handled by the new function F.
The left part is then processed by shifting the block from
the right, the right part is processed by shifting the block
from the left and the output from these two processes
can be combined and the output from the merger is pro-
cessed by the new function M. Finally, after processing
the transposition process will be applied and the output
is the input to the next operation.

4. Implementation and Results

The proposed algorithms can be verified and tested
through three scenarios of WCSDN topologies with their
protection by the DEA algorithm, using ten text files in
sizes (64B, 10KB, 20KB, 30KB, 40KB, 50KB, 60KB, 100KB,
160KB, 200 KB). Calculating the encryption and decryp-
tion time with the test DEA algorithm via the (NIST) test,
and all the results are compared with the SG algorithm.

4.1 Single WCSDN Topology

The implementation results for encryption and de-
cryption in this topology are shown in Figures 8 and 9,
respectively.

Encryption Time

16

14
12
i
Sos /
£ 06

Eo. -G
04
0.2 - ~8-DEA
0 -

64B. 10KB 20KB 30KB 40KB 5SO0KB GOKB 100KB 160KB 200KB
File Size

Figure 8. Encryption Running Time Between
SG and DEA In Single Topology.

Decryption Time
0.012

0.01 _/?F
'&‘ 0.008 * <
—_ 0_006 4
: T.=._*,-.—I—{ )
£ 0.004

0.002 -~‘/ W=DEA

64B. 10KB 20KB 30KB 40KB 50KB 60KB 100KB 160KB 200KB
File Size

Figure 9. Decryption Running Time Between
SG and DEA in a Single Topology.
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4.2 Linear WCSDN Topology

The implementation results for encryption and decryp-
tion in this topology are shown in Figures 10 and 11,
respectively.

4.3 Tree WCSDN Topology

The implementation results for encryption and decryp-
tion in this topology are shown in Figures 12 and 13,
respectively.

It can be clearly seen that the results obtained from
the decryption process of the ten files show that the DEA
algorithm implemented the decoding process faster than
the (SG) algorithm, as mentioned previously. When com-
paring, the results showed that all scenarios in the SDN
network in which the developed encryption algorithm
outperformed the new algorithm, but in a (dual-control)
scenario, better results were achieved than in other sce-
narios by implementing the decoding process using the
DEA algorithm on it.

4.4 National Institute of Standards

and Technology (N.1.S.T.)

The N.I.S.T. is a statistical test that includes 16 tests and
is frequently used; these tests can be applied to a variety
of random processes, as shown in Tables 1 and 2.

Table 1. SG Algorithm N.I.S.T. results.

Testing Type Value of P. Outcome

1. Test of Frequency 0.2700 Rand.

2. Test of Frequency block 0.1890 Rand.

3. Test of Run 0.5830 Rand.

4. Long running of 1sin a block 0.1941 Rand.

5. Test of binary matrix ranking 0.4503 Rand.

6. Test of Discrete Fourier 0.6049 Rand.
Transform (DFT)

7. Test of non-overlapping 0.9493 Rand.
matching

8. Test of overlapping matching 0.6993 Rand.

9. Test of Maurer’s statistical -1.0000 Non-Rand.
universal

10. Test of linear complexity 0.1939 Rand.

11. Test of serial process 0.3005 Rand.

12. Test of Approx. entropy 0.0001  Non-Rand.

13. Test of cumulative forward sums ~ 0.0001  Non-Rand.

14. Test of cumulative reverse sums 0.0001  Non-Rand.

15. Test of random excursions 0.5245 Rand.

16. Test of rand. variant Excursions 0.1920 Rand.

Encryption Time

5
-,*- 4
23
E ——SG
2 =DEA
1 4
o .

64B. 10KB 20KB 30KB 40KB 50KB 60KB 100KB 160KB 200KB
File Size

Figure 10. Encryption Running Time Between
SG and DEA In Linear Topology.

Decryption Time

o008 /n
3— o:oe; -///
E 004 ._-o——-'—‘—/ / I

=i=DEA

64B. 10KB 20KB 30KB 40KB 50KB 60KB 100KB 160KB 200KB
File Size

Figure 11. Decryption Running Time Between
SG and DEA In Linear Topology.

Encryption Time
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‘g } —p5G
F2 ~8=DEA
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64B. 10KB 20KB 30KB 40KB SOKB 6O0KB 100KB 160KB 200KB
File Size
Figure 12. Encryption Running Time Between
SG and DEA In Tree Topology.
Decryption Time
0.14
012 /
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" o004 — =f=DEA
0.02 -#'—-gﬂi
0 -
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Figure 13. Decryption Running Time Between
SG and DEA In Tree Topology.
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Table 2. DEA Algorithm N.I.S.T. results.

Table 3. Continued

Testing Type Value of P.  Outcome Feature Single (Star) Linear (Chain/  Tree WCSDN
WCSDN Bus) WCSDN
1. Test of Frequency 0.2700 Rand.
Data Plane Direct links Data flows Data
2. Test of Frequency block 0.1890 Rand. between through agaregated at
3. Testof Run 0.7202 Rand. sensors and intermediate  coordinators,
4. Longrunning of 1sin a block 0.9539 Rand. controller. nodes. then to the
5. Test of binary matrix ranking 0.4503 Rand. root.
6. Test of Discrete Fourier 0.3334 Rand. Scatability Limited Moderate; G,OOd; .
Transform (DFT) by central performance hierarchical
controller’s degrades as the structure
7. Test of non-overlapping 0.6641 Rand. capacity. number of hops/ manages
matching nodes increases. complexity.
8. Test of overlapping matching 0.6993 Rand. Reliability Single point Failure of a node More fault-
9. Test of Maurer’s statistical -1.0000  Non-Rand. of failure can disrupt the tolerant;
universal (controller). chain. branch failures
10. Test of linear complexity 0.1436 Rand. isolated.
11. Test of serial process 0.1919 Rand. Complexity Simple Moderate; More complex;
12. Test of Approx. entropy -1.0000  Non-Rand. Implementation routing and requires
and collision sophisticated
13. Test of cumulative forward 0.2450 Rand. management. management  control and
sums needed. routing.
14. Test of cumulative reverse 0.4045 Rand. Latency Low for direct  Higher due Moderate;
sums communication. to multi-hop depends on the
15. Test of random excursions 0.5957 Rand. communication. tree depth.
16. Test of rand. variant 0.5319 Rand. Power Can be managed Can be Can be efficient
Excursions Efficiency centrally; direct inefficient due  with optimized
links can be to relaying; aggregation
. . . . . efficient for nodes consume and routing
4. Concise comparison, analysis, and discussion of -
. i . short ranges. power within sub-
the Single, Linear, and Tree (WCSDN) Topologies forwarding data. trees.

. i . . Cost Generally Moderate cost; Higher initial
After.apply!ng, implementing, and testlrlg the propos.ed lower initial can increase cost due to
algorithms in the three (WCSDN) topologies, the following costforsmall  with complex  controllers/
comparison, analysis, and discussions can be obtained, deployments.  routing. coordinators.
which can be summarized in the following Table 3. BestUse  Small, localized Linear Larger areas,

Cases areas; smart deployments multi-level
homes. (e.g., pipelines); structures,
Table 3. Comparisons, Analy.ses, and Dis.cussions less dense varying node
Between WCSDN Applied Topologies. .
areas. density.
Feature Single (Star) Linear (Chain/  Tree WCSDN Analysis  Simple but Easy to extend Balances

WCSDN Bus) WCSDN vulnerable and linearly but scalability and
Core Central Nodes Hierarchical less scalable. prone to failures fault tolerance
Concept controller connected structure with and latency. but more

manages all sequentially; coordinating complex.

sensornodes.  controlcanbe  nodes. Discussion Centralized Distributed Hierarchical
distributed. control control offers  control enables
Control Centralized at  Can be Hierarchical; simplifies resilience but  scalability and
Plane the controller.  distributed or  local control at management  complicates manageability

centralized (less
common).

coordinators,
global at root.

but creates
bottlenecks.

coordination.

but requires
careful design.
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Conclusions

In this article three different scenarios were created from
the WCSDN network which is (Single, Linear, Tree) and the
use of ten text files of different sizes to send over the net-
work because of the central nature of the WCSDN and its
programmability led to exposure to many attacks and try
to penetrate it, so it was done developing an encryption
algorithm to protect it called the DEA algorithm.

To evaluate the (SG) algorithm and the developed en-
cryption algorithm (DEA), one test (N.I.S.T) is chosen to
verify the outcomes of the (SG) and DEA algorithms and
to compare their results. On the other hand, this article
measures the encryption runtime for the SGand DEA algo-
rithms by encrypting different data blocks and comparing
the results. The results show that the developed encryp-
tion algorithm (DEA) has lower encryption/decryption run
time compared with the (SG) algorithm. From the above,
the practical benefit of using and applying the proposed
algorithms is clear: they are fast and suitable for all soft-
ware-defined network topologies, enabling encryption
and decryption to protect information against cyber-at-
tacks. As suggestions for future work, the researcher
can evaluate the performance of other open-source SDN
controllers, such as RunOS and Trema, to develop this
system, and evaluate the performance of SDN controllers
using different simulation tools, such as EstiNet and NS-3.
Animportant point that all researchers in this field should
consider is that it is very necessary to adopt information
encryption and follow safe steps in achieving secure net-
working and protecting information servers by providing
them with firewalls and the necessary electronic applica-
tions that protect them from cyber-attacks.
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